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IntROduCtIOn

Zurich is pleased to be sponsoring the second CRO Risk Forum of 2010. We 
hope you find this collection of important and contemporary risk topics as 
stimulating and thought provoking as the first issue published in the spring. The 
document you are reading now is a direct result of the enthusiastic reception of 
the first CRO Risk Forum, the response to which demonstrated that a serious 
exploration of the many evolving and emerging risks our organisations face is 
high on the agendas of senior leaders at forward-looking companies.

Ironically, just as the first CRO Risk Forum was being released in April, the 
eruption of the now-infamous Icelandic volcano and resulting ash cloud shut 
down transatlantic and domestic European air travel. Overnight, the disruption 
placed significant stress on the transportation of people, goods and materials 
vital to business and industry across Northern Europe and on both sides of the 
Atlantic. Air travellers found themselves stranded. American factories of European 
companies, including one major automaker, faced shortened shifts or potential 
shutdowns. Air shipments of fresh fruits and vegetables to European markets were 
temporarily halted. Business losses ultimately ran into the billions, all without a 
single, physical property loss associated with the triggering event on either side of 
the Atlantic – or even in Iceland.

The event was a reminder that, despite the best laid financial, operational 
and strategic plans, risk does not follow a schedule, respects no plan and can 
burst onto the scene with profound consequences at the most inopportune 
moments. It can come in the form of commonplace but costly events such as 
fires, windstorms or earthquakes. It may sneak up on us in the form of political 
unrest, regulatory overreach or the unanticipated failure of key sources of vital 
parts, supplies and materials. It can erupt from global, financial meltdowns or, 
yes, exploding volcanoes.

The interconnected nature of global risks and an increasingly complex risk 
continuum make it clear that Chief Risk Officers and other senior leaders with 
risk oversight responsibility will continue to be challenged to broaden their 
understanding of risks and the impact these risks have on organisations. The 
stakes are high and getting higher every day.

Once again, I recommend that readers obtain the World Economic Forum’s 
report, Global Risks 2010. This document, which is available for download with 
other WEF publications at the organisation’s Web site (www.weforum.org), 
emphasises the need to view global risk in an integrated manner so that potentially 
systemic threats can be more effectively identified, understood and mitigated.

We hope you find this special publication to be a useful resource in helping 
to shape how you think about risk in a changing world.

Michael Kerner
Chief Executive Officer
Zurich Global Corporate in North America

Welcome
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ClIMate Change

The risk that climate change 
poses for the insurance 
industry was first defined in 
a position paper published 

by the Emerging Risk Initiative, in which Munich Re is 
closely involved. Today, four years later, we find that our 
analyses and predictions from that time are increasingly 
being confirmed: global warming is indeed becoming 
one of the greatest challenges of the 21st century for 
the insurance industry, even if the relevant causes and 
correlations are still far from adequately researched. 

The Intergovernmental Panel on Climate Change 
(IPCC), a body commissioned by the United Nations 
to correlate and compile the world’s present scientific 
knowledge in this area, published its fourth assess-
ment report in 2007. While the report did contain some 
irritating errors regarding details, which were quickly 
exaggerated by the media in the context of the 
Copenhagen Conference (and still serve opponents 
of international climate policy as welcome arguments) 
the current state of knowledge leaves no doubt about 
anthropogenic climate change:
• Global warming is taking place now. In the past 

100 years, the average temperature has risen by 
0.7°C around the globe, by 1.1°C in Germany and 
by 1.5°C in the Alps (linear trends);

• As a result of climate change, sea surface tem-
peratures in areas known to give rise to tropical 
storms have already increased by about 0.5°C, 
which in some ocean basins is already affecting 
the intensity of tropical cyclones;

• The primary cause of global warming is the rise in 
the CO2 concentration in the atmosphere. Com-
pared to the pre-industrial era, the atmospheric 
concentration of CO2 has increased by 36%, that 
of nitrous oxide (N2O) by 18% and that of methane 
(CH4) by 148%. The molecules of these gases 
absorb heat coming from the earth’s surface and 
radiate it in every direction. The portion reflected 
back toward the earth produces a (natural) 
greenhouse effect which, thanks to its net effect 
of about +32°C of warming, has long been respon-
sible for making life on earth possible. Without 
this effect, the mean global temperature would be 
roughly -18°C, instead of +14°C. Over the last cen-
tury, the additional greenhouse gases produced 
since the beginning of the industrial era (additional 
anthropogenic greenhouse effect) have caused 
the global mean annual temperature at ground 
level to rise by 0.74°C.

Global warming since the beginning of industrialisa-
tion (1750) is attributable for the most part to anthro-

Call for action
Climate change is no cause for panic,  
says Munich Re CRO JOaChIM OeChslIn. 
But we do need to recognise the risks it poses
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ClIMate Change

pogenic emissions of greenhouse gases and only 
slightly to natural factors (such as the intensity of 
solar radiation).

Many scientific studies are yielding strong 
evidence that global climate change is already 
affecting the frequency and intensity of extreme 
weather events. This applies particularly to torrential 
rainstorms, heat waves, droughts and more severe 
cyclones in a number of ocean basins. The height-
ened level of hurricane activity in the North Atlantic 
that started in the mid-Nineties and is still continuing 
today, on the other hand, is attributable primarily to a 
long-term, natural climate fluctuation that has a perio-
dicity of several decades. 

Munich Re has been studying the consequences 
of climate change for more than three decades. To 
analyse the associated risks, we have put together 
the world’s most comprehensive database on natural 
catastrophes. It documents all relatively severe events 
since 1950, as well as the effects of natural catastro-
phes on individual national economies, the insurance 
industry and the populace. Based on our data, we 
have discerned three trends:
• The number of weather-related natural catastro-

phes per year is increasing markedly – in contrast 
to the number of geophysically caused natural 
catastrophes;

• The amount of insured losses per year is rising 
substantially;

• Total economic losses per year are also mounting 
rapidly.

These three trends are attributable primarily to socio-
economic effects (population growth, more concen-
trated settlement, higher values, settlement of zones 
exposed to heightened hazards), but are also due 
in part to the improved availability of information on 
events in remote areas. However, there is a good deal 
of evidence indicating that the various increases in 
the annual rates of weather-related and geophysically 
caused events also have to do with climate change. 

If both these trends were attributable exclusively 
to socio-demographic causes, the rates of increase 
in weather-related and geophysically caused events 
would have to be more similar. Substantially more 
research is needed in this area, however, and Munich 
Re is currently conducting several projects, some with 
external partners, to analyse the impact of climate 
change on trends in natural catastrophe losses. 

One focus of these efforts is to determine regional 
differences in loss trends. In some cases, it is not yet 
possible to quantify the impact of climate change on 
specific regions and/or extreme weather events due to 
inadequate data. However, there are initial indications 
that events associated with severe thunderstorms, for 
example, hail, cloudbursts and other severe weather 
phenomena are also on the rise in specific regions 
(for example, east of the Rocky Mountains in the USA, 
southwest Germany and Switzerland). 

Rising trends are also being observed in the 

intensity of the most severe typhoons in many basins, 
torrential downpours and flooding in various regions, 
and heat waves and droughts in, for example, the 
Mediterranean region, southwest and southeast Aus-
tralia and southern Africa. It is still too early, however, 
to draw any definite conclusions that will ultimately 
be incorporated into our models for premium calcu-
lation. For conclusions such as these, we need not 
only our own studies, but also greater transparency in 
third-party models and better data generally.

This also applies to the development of innovative 
insurance solutions that can help the people affected 
to protect themselves against the consequences of 
climate change and to adapt to altered environmental 
conditions. 

With a view to climate change, Munich Re has 
also developed a number of new covers that reduce 
risks especially for investors in renewable energies 
and thus help to make such investments at all pos-
sible. For example, the first performance warranty 
cover for photovoltaic modules provides operators 
and investors with greater planning certainty. This pol-
icy guarantees that modules will perform to at least 
90% of their rated capacity over the first ten years 
and to at least 80% over the subsequent 15 years. 

Munich Re also offers cover concepts for the 
construction and operation of offshore wind farms, 
as well as covers for buyers and sellers of emis-
sions credits against the risk that a “clean develop-
ment mechanism” (CDM) project fails to produce 
the agreed emissions credits. At present, China is 
investing the greatest amounts in such CDM projects. 
Munich Re is the market leader for covers designed 
to protect projects in the renewable energies sphere, 
for example, when projects suffer setbacks or dam-
age as a result of technical errors or natural catas-
trophes in any phase (design, construction, transport 
or operation). 

Also, our expertise in catastrophe bonds (“cat 
bonds”) allows our clients to transfer their natural 
catastrophe risks to the capital market. Munich Re is 
also investing substantially in a diversified portfolio of 
renewable energies and in 2009 initiated, together with 
the Desertec Foundation, the world’s largest renew-
able energy project to date, which has the goal of 
producing electricity in the deserts of northern Africa to 
supply power both for local markets and for Europe.

Climate change and climate-protection measures 
also call for innovative solutions from the insurance 
industry in entirely new fields of business.

These opportunities for new products and invest-
ments show that, from an insurance perspective, 
climate change is no cause for panic. While we 
expect significant effects on losses over the coming 
decades, the consequences of climate change will 
emerge gradually, so that we consider climate change 
to be a well calculable risk, which, as the underlying 
data improve, will increasingly be taken into account 
in loss models and ultimately in premiums.
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CRO PROFIle

What’s	your	own	background?
Prior to joining Reed Elsevier I was partner with 
KPMG in Amsterdam and New York. I joined Reed 
Elsevier in 2001 and was manager of internal audit for 
six years before taking up the newly created role of 
CRO. There isn’t yet a typical career path for a CRO – 
reflecting the relative immaturity of the profession. But 
I do expect it to mature over time.

There are not too many CROs in the UK yet, out-
side the financial services sector, and that’s some-
thing I would expect to change over time: risk man-
agement will only rise in terms of its understanding 
and importance. There is a learning curve for corpo-
rations to understand what the role adds to existing 
management processes. It is a role more common in 
the US and growing more so in Europe. 

What	qualities	does	a	CRO	need?	And	where	
should	a	CRO	be	positioned	to	make	the	best	of	
those	qualities?
Any CRO needs to have some fundamental qualities: 

you need to be strategic, operational and engaging at 
all levels in an organisation. Your ability to influence 
people – and this includes senior management and 
boards – will make the difference between the suc-
cess or failure of a risk role. 

[At Elsevier] I have a reporting line to the board and 
to the CFO of our company. It is crucial for a risk role 
to be properly governed allowing an independent per-
spective and at the same time having access to board. 

Reed	Elsevier	is	a	truly	21st	century	information	
business:	is	its	risk	profile	well	defined?
Reed Elsevier has changed significantly, with the 
company transformed from being a traditional print 
company into an internet company that provides infor-
mation solutions and also data broking services. The 
company’s risk profile has changed as a result and 
that was the reason for creating the CRO position.

Operating in such dynamic environment, my 
day to day agenda is always changing and always 
challenging.

The right stuff
arnout van der Veer, MIRM, is chief risk officer 
of information group Reed elsevier* and was 
recently made european Risk Manager of the 
Year. here he tells CRO Risk Forum what makes – 
and shapes – a CRO
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What	specific	risks	are	you	are	concerned	with,	
tangible	and	intangible?
Business continuity is an important risk because if we 
have a problem at one of our data centres that can 
impact us – but it is relatively easy to manage and we 
have disaster recovery plans in place.

In terms of intangible risks, as a publisher, the 
future of copyright [law] is important to us. Along 
with others in the industry we are actively involved in 
protecting our interests.

Our brand name is very important to us. Reed 
Elsevier is not a well known name but our businesses 
in individual markets are very powerful brands so we 
manage them with care.

Reed	Elsevier’s	LexisNexis	Risk	Solutions	assists	
businesses	and	government	in	managing	risk	
through	identity	verification	and	risk	evaluation.	
What	about	your	own	company’s	cyber	risks?
Being an internet company, data security and data 
privacy is very important. We are regularly attacked by 
hackers. Our LexisNexis business handles sensitive 
data on individuals including social security numbers 
and criminal data which could be very attractive to 
cyber criminals. Also there are important compliance 
issues around data privacy regulations linked to that.

What	risks	keep	you	awake	at	night?
My biggest fear? My biggest fear is the unknown: the 
unlikely, high impact events. Look at what happened 
to BP [in the Gulf of Mexico]. We don’t have expo-
sures like that – but we are a big, complex, decen-
tralised organisation and I have to be aware of the 
possible hidden exposures.  

Have	you	implemented	enterprise	risk	
management	in	your	organisation?
We do have an ERM system in place and I am con-
tinuously fine tuning and adjusting it. That’s partly 
because we are always learning, people’s expecta-
tions are always changing and so we adjust our 
approach to the needs of the businesses.

We do not really talk about ERM per se as ERM 
sounds too conceptual and anything that sounds too 
conceptual doesn’t work in this company. 

Risk is owned by the individual business units and 
we are clear on that. But if you want business people 
to manage risk and to give their attention to risk you 
have to talk to them about it in business language. 

How	do	you	achieve	that?
When we were working on Sarbanes-Oxley compli-
ance six years ago I deliberately made managers 
examine the financial reporting risks they faced and 
put proper controls in place. We did that rather than 
refer to “compliance strategy” or “COSO methodol-
ogy” because that simply wouldn’t fly with them. Busi-
ness people like to talk in business language and if 
you do that, it works. But that doesn’t mean we don’t 

have an “ERM methodology” – I save that language 
for talking to my peers!

What	about	insurance?	Is	that	in	your	purview?	
Reed Elsevier has an insurance manager who man-
ages insurable risk and that person reports into 
treasury. Obviously we have regular dialogue and a 
close partnership on certain specific issues. We work 
together on issues like business continuity planning 
and we’ve worked together in the past on embedding 
quality control in certain businesses, at a process 
level, to improve risk exposures and also to reduce 
necessary insurance coverage. 

We talk about risk appetite together and changing 
business environments and how to deal with those 
things from an insurance perspective.

It works like this because I believe that in my role 
I should not be the owner of any specific business 
risk and strive to be as independent as possible. 
For that reason, apart from a few people in my own 
team, no-one reports into me. On the other hand my 
stakeholders are many. And my success depends on 
building trust between myself and key stakeholders, 
of which insurance is one. 

The strategy teams are also important stakehold-
ers, like the compliance functions. And, in terms 
of business sustainability, my relationship with the 
innovation teams is important.

What’s	the	key	to	succeeding	as	a	CRO?
You need to be quite senior [to succeed] in this kind 
of role, to be able to influence and impact the key 
leaders in the organisation. 

That’s one of the problems the risk management 
profession faces – quite often the risk manager is a 
junior position in a company. They struggle to engage 
people in what they do and to get traction. That’s not 
because they are not good people – it is because 
they are lacking seniority and proper governance.

What	do	you	find	is	the	most	challenging	aspect	
of	the	job?	
It is a fascinating and challenging job. I am expected to 
be an expert in everything and that is a challenge! Obvi-
ously I can’t be an expert in everything in a company 
that is global, decentralised and hugely complex. We 
run hundreds of different business models in hundreds 
of different markets. I have to be quite clear about what 
I can do and what I can’t do and have a prioritised 
agenda, focusing on the most significant risks.

But in terms of career development for younger 
people it’s a fascinating path and I have people 
supporting me as part of their career development 
programme at Reed Elsevier.
*Reed Elsevier is a world leading provider of professional 
information solutions in the Science, Medical, Legal, Risk and 
Business sectors. Elsevier is a global business headquartered in 
Amsterdam with principal operations in 17 cities around the world 
and has 6,800 employees. Total revenues for the year ended 31 
December 2009 were £1,985m. Its shares are listed in London, 
Amsterdam and New York.
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The (re)insurance industry weathered the financial 
crisis quite well. While the value of companies’ assets 
and share prices fell during the crisis, the industry 
has quickly restored its capital position. Even at its 
worst point, insurers and reinsurers were gener-
ally able to conduct their business as usual. Prices 
remained relatively stable, capacity was provided to 
clients as normal and claims were paid with the reli-
ability that is expected of the industry. In contrast to 
the banking sector, there were only very few cases in 
which insurance companies required a government 
bail-out, and only then when bank-like activities had 
severely impacted an insurer’s balance sheet. 

One reason for this is that an insurer’s business 
model is fundamentally different from that of a bank. 
The differences between the two became very apparent 
during the crisis, particularly with regard to liquidity risks. 
Insurers are pre-funded by premiums which are paid on 
conclusion of an insurance policy. This means they are 
not exposed to the same risk of “a run” as banks are. 
Insurers invest these premiums in such a way as to be 
able to pay anticipated claims, ie they match the assets 
that they hold against liabilities. As a result of the asset-
liability matching (ALM) process, the losses shown by 
insurers and reinsurers in the crisis were, for the most 
part, unrealised losses, and it also explains why the (re)
insurers weren’t forced to sell off securities at a loss on 
a large scale during the crisis itself. 

The resilience demonstrated by the insurance 
sector during the crisis resulted from the industry’s 
particular approach to risk management. Unsurpris-
ingly given the multitude of risks that an insurer faces 
in the course of a year, insurers know that the past 
is not necessarily a good indicator for the future. 
But that was how models in the banking industry 
were set up to work. The models themselves were 
not poor: Indeed the insurance industry has a great 

deal that it could learn from the sophistication of risk 
models used in the banking industry, as well as the 
availability and granularity of the data used to model 
specific risks. Compared to the banks, however, 
insurers are more used to “thinking the unthinkable”, 
monitoring the landscape for new risks and using 
probabilistic scenario-thinking rather than determinis-
tic calculations based on historical data. (Re)insurers 
approach modeling more from a scenario perspective, 
because they are looking for outlying or tail events, 
often where time series data is not available or 
statistically stable. Instead of judging potential future 
outcomes based purely on past experience, the sce-
nario approach shifts the focus from “will this future 
event occur?” to “if this future event occurred, what 
would the outcome be?” Therefore, some (re)insurers 
rely more on the conservative Tail VaR (or shortfall) 
risk measure than the VaR measure commonly used 
in the banking sector. 

Although the (re)insurance industry fared well 
through the crisis, many insurance companies are 
looking for ways to enhance their models and govern-
ance frameworks with the aim of strengthening the 
risk culture in their organisation. Europe’s forthcoming 
insurance and reinsurance industry regulatory frame-
work – Solvency II – provides incentives for sound 
risk and capital management and will give insurers 
and supervisors better tools to avert future financial 
crises. A principle-based approach to determining the 
capital requirements that a (re)insurance company 
needs to fulfill, the new regulatory regime will bring a 
better understanding of risk and therefore provide bet-
ter protection and transparency for policyholders and 
shareholders respectively. It is important to note that 
the economic, all-risk view of Solvency II will require 
important investment into data granularity and quality, 
as well as corresponding IT systems infrastructure.

More than a 
question of 
compliance

solvency II could bring about 
a fundamental shift in risk 

management culture, swiss Re CRO 
RaJ sIngh believes, presenting 

challenges for some insurers
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Solvency II will also bring about the introduction 
of an integrated risk model. Through this process, the 
assets as well as liabilities of an insurance company 
will be valued consistently with market conditions, 
risks will be quantified and checked for correlations 
and concentration. Insurance companies will have 
to check whether their solvency capital can cover 
expected claims as well as possible unexpected 
large losses. Under the old regime companies would 
simply assess separate risks in individual busi-
ness lines without gaining a consolidated view of 
the situation, meaning that inter-dependencies and 
the accumulation of different risks might have been 
underestimated. There is no correlation, for instance, 
between a hurricane in Florida and an earthquake in 
Japan. It is not to be expected that these incidents 
would happen at the same time. There is also no 
connection between the two losses. As a result, there 
is a diversification effect, which lowers the cost of 
taking on these risks and improves capital efficiency. 
The Solvency I directive that is in place now does not 
reflect these diversification effects, which are particu-
larly relevant for reinsurance companies. Solvency II, 
on the other hand, moves beyond improving capital 

efficiency and seeks also to correctly assess risks 
by identifying dependencies between business lines. 
A natural catastrophe like a huge flood can create 
claims in many different departments: property insur-
ance, casualty insurance and life insurance. 

Solvency II will also lead to changes in the way 
that risks are managed. Today it is often the compli-
ance or finance department who are in charge of ful-
filling solvency requirements. While they clearly have 
an important role to play under Solvency II, these 
departments are not engaged in analysing insur-
ance and financial market risks. Solvency II requests 
that all experts work together cross-functionally to 
generate an integrated risk model capable of giving 
a deeper and broader insight into the risks that have 
been taken on by a company. This integrated, eco-
nomic approach to the balance sheet can serve as 
an integral, risk-based steering instrument for corpo-
rate economic steering. And brings the different view 
– that of regulators, rating agencies and the internal 
view – closer together. 

The cornerstones of an integrated approach to 
assessing and controlling risks are risk and capi-
tal modelling, risk governance frameworks and the 
extension of risk transparency and disclosure. These 
three pillars mirror the three pillars of Solvency II 
which covers demonstrating adequate financial 
resources, demonstrating adequate governance 
systems and ensuring that the level of risks within a 
company have been appropriately disclosed. 

Inevitably with such a detailed and technical 
undertaking, much of the focus so far with Solvency II 
has been on the first pillar, or the quantitative aspects 
that will determine the capital requirements for insur-
ers and reinsurers. The areas in which many of the 
challenges for European insurers lie, however, is likely 
to be pillars two and three, where the qualitative and 
cultural aspects of risk management are dealt with. 
Insurance companies clearly need to continuously 
update and improve their models to retain their effec-
tiveness. But it should be recognised that under Sol-
vency II there is also a need for senior managers to 
truly understand the risks that a company is undertak-
ing: They must therefore recognise the limitations of 
the models used in the company and remain aware 
of these limitations as they make decisions about 

THREE	PILLARS	Of	RISk	MANAgEMENT

Quantitative risk management Risk governance Risk disclosure
• Sound valuation and risk measurement • Clearly defined responsibilities for risk taking • Financial and risk disclosure, including
• Quantitative risk limit monitoring system and risk management information on tail risk and scenarios
• Reliable capital adequacy framework • Sound, documented • Company risk culture
 – risk management policies • Peer reviews
 – operating, reporting, limit monitoring,  
 and control procedures
 • Regulatory compliance
 • Internal and external audits of processes and figures 
Source: Swiss Re
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when to use them and when to rely more on judge-
ment. The development and use of models becomes 
a matter for internal governance, in which stakehold-
ers such as the executive management or the Board 
will become more involved. The governance structure 
in place within a company will need to ensure that 
risk models are designed and calibrated independ-
ently of the risk-taking function, that they are subject 
to independent expert review and that the processes 
used within the firm are subject to adequate control 
to ensure the models are applied correctly. 

Disclosure of an organisation’s risks to key inter-
nal and external stakeholders is increasingly seen 
as a major factor in establishing corporate credibility. 
Solvency II explicitly calls for transparency in Pil-
lar III, underscoring the importance of this quality in 
risk management. It is a non-negotiable element of 
the entire risk management process and, it could 
be argued, a major driver of the successful imple-
mentation of quantitative risk management and risk 
governance. Providing information to stakeholders 
inside and outside the company provides the basis 
for independent validation and peer review of results. 
Of course, it also exposes weaknesses and opens up 
the potential for challenge, but this is the price to be 
paid for creating trust between stakeholders, where 
material issues can be discussed in a practical, 
solution-orientated fashion.

Solvency II will therefore drive fundamental chang-
es in the way that risks are managed within European 
insurance and reinsurance companies. Of course, it 
is important that the calibration process happening 
through so-called quantitative impact studies (QIS) 
remains true to the original principles of Solvency II. 

The industry is concerned that the Solvency II 
Directive is departing from its economic- based frame-
work as supervisors are developing overly conserva-
tive implementing measures. But assuming that the 
original intentions of the new directive are upheld, 
then Solvency II has the capacity to be much more 
than just a compliance issue. Instead, it represents a 
fundamental shift in the culture of risk management 
that has prevailed in the industry until now. Insurance 
risk managers will be required to step up and play a 
role in creating a pro-active and pre-emptive culture of 
risk management within their organisations, enabling 
disciplined risk taking. 

What will be required of the risk manager in this 
new environment is summarised in the 10 brief touch-
points listed below:
1. Manage reality not the model
Models are powerful, but simplified and imperfect 
reflections of reality. We need to understand the 
assumptions and avoid using them outside their 
domains of validity. The crisis has reaffirmed that 
models need continuous improvement to retain their 
effectiveness. 
2. Models do not make decisions, people do
Decision-making remains the responsibility of indi-

viduals. Models should give input to set direction and 
structure a discussion on assumptions and unchal-
lenged judgements.
3. Explore the tail
Financial institutions need to implement a comprehen-
sive approach to risk management, covering all risks 
affecting capital and liquidity positions. Risk manag-
ers should use scenarios ‘to think the unthinkable’. 
There is a tendency to underestimate the level of risk 
represented by rare events which have not occurred 
in recent history. 
4. Pay attention to liquidity issues
In the context of the financial crisis, there are some 
significant differences between the banking and 
insurance industry business models.
5. Distinguish between roles and responsibilities
It is important who owns, takes and controls risks in 
the business and on specific transactions. The owner 
is ultimately the Executive Board of the organisa-
tion. The risk taker is the business executive or team 
responsible for an area of the business.
6. Understand the risk tolerance and appetite of the 
business
Individual risk managers and risk takers must 
understand the risk tolerance and appetite of the risk 
owner. In governance terms, risk tolerance criteria 
should be set by the Board based on an evaluation of 
the available capital and required liquidity. 
7. Be clear on incentives
All company cultures contain implicit and explicit 
criteria for what success looks like. Of course, financial 
bonuses are vital, but they are not the only factor. For 
example, in some company cultures there is no glory to 
be had in walking away from a deal. It is a key respon-
sibility of risk management to ensure that performance 
measurement reflects the risk/reward balance.
8. Have courage and use judgment
It is not enough for a risk manager to act as a recorder 
of events, documenting decisions and perhaps adding 
their comments in the margin for posterity. Instead they 
must seek to name “the elephant in the room”, the 
unspoken issue that other participants are choosing 
out of politeness, or in respect of hierarchy, to ignore. 
9. Urge transparency and openness to change
CROs consider a key quality they look for in their risk 
managers is the ability to translate between different 
business functions and ensure that issues are being 
discussed in a common language. 
10. Be accountable
A key part of the role definition for the risk manager 
is detailing how the day-to-day risk control processes 
will work and how they will ensure their independ-
ence. One solution used at Swiss Re is a “three 
signature” approach to all major deals. This requires 
that large deals are signed off by underwriting, client 
management and risk management, again reinforcing 
the independent role of the risk manager and their 
capacity to influence the acceptance of a specific 
deal by the organisation.
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One of the 19th Century’s memorable contributors to 
English literature, Charles Lutwidge Dodgson, best 
known by the pseudonym “Lewis Carroll,” transported 
readers to worlds far removed from traditional, everyday 
experience. Carroll succeeded spectacularly in creat-
ing imaginative situations and fanciful characters that 
continue to compel readers around the world today.

Ironically, some of what Alice learned during 
her most celebrated foray into Wonderland may be 
of some relevance to the harsh realities navigated 
by Chief Risk Officers and other risk management 
professionals every day. During one interchange 
with The White Queen, Alice protests that “one can’t 
believe impossible things,” to which the Queen 
responds contrarily that she often believes six impos-
sible things before breakfast each morning. 

Perhaps this is good advice for CROs as we find 
ourselves increasingly challenged by a broadening 
continuum of potential calamities that can severely 
damage organisations in an increasingly complex and 
risky world.

Most of the insurable risks facing our organisations 
are the traditional exposures including such com-

mon concerns as fire, flood, windstorm, earthquake, 
product or public liability and others. All of these, whilst 
potentially serious, are relatively easy to understand, 
analyse, price and to plan various mitigation strategies 
to counter as they are well understood in terms of 
prior claims history. This is especially the case for high 
frequency lines of insurance business such as motor 
or employers’ liability/workers’ compensation. Even the 
traditionally non-insurable risks, which form the bulk of 
risk that most organisations face, such as business or 
strategic risks and/or some operational risks, are often 
amenable to analysis and can be mitigated by a variety 
of risk management techniques.

Occasionally, however, organisations may be 
faced with far more extreme and unanticipated risk 
scenarios that seem beyond everyday experience 
and the ability to easily understand and manage. 
These extreme, unusual and potentially existential 
risks appear to come from nowhere because they 
are often very low frequency, in the “tail” of a distribu-
tion of scenarios for that risk and beyond common 
human experience. They can abruptly challenge the 
resilience of economies, society and organisations 

ZuRICh FInanCIal seRVICes

Can businesses plan adequately for extreme, 
improbable events? JOhn sCOtt, CRO of 
Zurich global Corporate, believes it is a challenge 
CROs must rise to

Believing in 
black swans
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in unexpected ways. Called “black swans”1 for their 
unusual and distinctive characteristics, such mac-
roeconomic, geopolitical, often regional or global 
events demand new levels of creativity and imagina-
tion to overcome the new dimensions of challenge 
they represent.

In the minds of many, the volcanic ash cloud that 
recently interrupted air travel over Europe and the 
Atlantic seemed to fit the definition of a black swan. 
Clearly, the event caught many people off guard and 
caused significant disruptions in air travel, com-
merce and supply chains. However, this was not a 
black swan event in that it was well understood and 
in some sense predictable in terms of its impacts. In 
geological and even human timescales, volcanoes 
erupt frequently, and their locations are well under-
stood, focused predominantly on tectonic plate mar-
gins such as the Pacific’s famous “Ring of Fire” and 
along the mid-ocean ridges, such as the mid-Atlantic 
ridge which encompasses Iceland. What was unusual 
with the Eyjafjallajökull eruption was the nature of 
the ash cloud, the forecasting of its distribution in 
the atmosphere and its impact on aircraft engines. 
Fortunately the outcomes, although disruptive over a 
period of a few weeks, were operational rather than 
strategic in nature

One of the positive outcomes of the Icelandic 
eruption, if one is inclined to look for silver linings 
inside such a dark cloud, is that events like this may 
prompt people to give more serious consideration 
to scenarios that could indeed have far more conse-
quential, strategic impacts.

Return	of	the	Black	Death?
Consider again the possibility of global pandemic. By 
every measure, the H1N1 virus met the definition of a 
true pandemic as determined by world health authori-
ties, specifically in the scope and speed of transmis-
sion, the number of countries affected and the overall 
infection rates. And while there were fatalities as a 
result of H1N1, it was far less virulent than had been 
predicted. This fact was not lost on many people who 
unfortunately may now be somewhat less inclined to 
take the threat of an extreme, potentially lethal pan-
demic as seriously as is warranted.

No matter how improbable a replay of the medi-
eval “Black Death” may seem from today’s vantage 
point of modern medical advancement, a worst-case 
scenario is still a distinct and unpleasant possibility. 
Someday, a virus with far greater ferocity than H1N1 
may emerge. The strain on medical resources, gov-
ernment and social cohesion could be monumental. 
For many organisations, without an adequate plan to 
respond, the business interruption impacts of such a 
pandemic could be terminal.

From a CRO perspective, it is important to chal-
lenge our organisations with such extreme scenarios. 
It is not pleasant to think about, but in the case of an 
extreme pandemic many tens of thousands of people 

could succumb to a disease in any given country, 
and everyone living in that country would be affected 
in one way or another. They may have lost friends 
and relatives or became ill themselves. Even if free 
of disease, people would be too frightened to leave 
their homes to shop and go to work, or might well 
be forbidden to leave their homes under government 
order. There could be breakdowns in the delivery 
of food supplies and other necessities. Power and 
water might go down with no one willing to tend the 
systems. As a result, the social fabric could begin to 
unravel in relatively short order.

In these circumstances the entire commercial 
framework could be severely challenged or become 
completely dysfunctional. There would be no such 
thing as business as usual. Instead, the single trigger 
of a pandemic would create impacts with multiple 
outcomes. There would be a very real possibility 
that many organisations could themselves become 
casualties of the pandemic. That is a true black swan 
event, a game changer that could mean the differ-
ence between survival and failure for any business, 
depending on measures taken beforehand.

In actuarial terms this is often referred to as a 
cupola effect, where normally uncorrelated risks start 
to correlate in extreme events. This is usually seen in 
major natural catastrophe events, such as the flood-
ing of New Orleans during hurricane Katrina. In that 
circumstance, insurable risks which are usually not 
correlated e.g. property damage and motor insurance 
started to correlate as the trigger, widespread flood-
ing, created a wide range of impacts

Disasters	du	jour
The range of extreme challenges is not limited to com-
municable diseases or natural disasters. Many other 
scenarios could do spectacular mischief. Strategic and 
economic forecasting groups – professional Cassan-
dras – spend significant time and energy considering 
what other kinds of black swan events might appear 
to bedevil corporations, governments and individuals. 
Some forecasting groups track several global political, 
social and economic risk scenarios on a daily basis, 
creating a dashboard view of how close the world hap-
pens to be to disaster at any given moment.

These scenarios can include such things as the 
potential for limited nuclear war between nuclear-
armed states in the developing world, civil and 
economic unrest in China, armed conflict on the 
Korean Peninsula and other distressing potentialities. 
The chances of any scenarios coming to pass vary 
over time, and the hope is that most will remain in the 
“improbable” category. But should any one or combi-
nation of these or the many other scenarios posited 
by strategic forecasting firms become realities, the 
impacts on multinational and global organisations 
could be significant. No one can predict with certainty 
what will or will not occur, but clearly CROs need to 
be spending more time considering a much broader 
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range of strategic, geopolitical factors when planning 
their risk management strategies for sustainable busi-
ness models.

Some risks are either so infrequent in nature, or 
are genuinely new, that they fall into the category 
of emerging risks. For instance, while the pace of 
climate change continues to be debated in many 
scientific and political corners, the current consensus 
seems to be the changes will occur gradually over 
time. But what if large-scale, significant changes 
can happen much quicker than predicted? Who is 
to say that there may not be mechanisms underly-
ing the planet’s climate engine we have yet to fully 
understand. If “switched on” by human activities, 
might these factors drive catastrophic changes within 
a matter of years, not decades? How will organisa-
tions adapt, change and survive in such a scenario? 
Clearly, CROs and other risk assessment profes-
sionals should be doing a lot more work around the 
issue of climate change and its impacts on business 
resilience, prudently hoping for the best but planning 
for the worst.

Dangers	from	beyond
Even threats from beyond the atmosphere need to 
be on our radar screens. Consider the effects of a 
meteor strike like the 1908 Tunguska Event in Siberia. 
Whatever struck the Siberian wilderness that spring 
morning released energy equivalent to 10-15 mega-
tons of high explosives, knocking down an estimated 
80 million trees over 2,150 square kilometres or more 
than 800 square miles. Consider the effects should 
such an event occur near a major urban centre. 
Improbable, yes. Impossible, no.

While alternative energy adherents are emphasis-
ing the promise of solar power, emerging risk groups 
around the world are now giving serious attention to 
the potential impacts of the Sun’s darker side – solar 
storms. These massive, electromagnetic events can 
overload and knock out electrical grids and most 
electronic devices across wide areas, potentially 
entire hemispheres.2 Smaller disruptions have been 
documented on numerous occasions over the past 
century, but most occurred at times when our physi-
cal, commercial and social infrastructures were far 
less dependent on a global network of information 
technology that helps to control virtually every aspect 
of production, distribution and finance.

Imagine everything from electric power generation 
to communication, transportation, the Internet and 
the flow of financial data knocked out one summer’s 
afternoon. Suddenly, you can’t get money out of an 
ATM. You can’t buy anything in a shop, even if it’s 
possible for shops to open without power and com-
puter resources, not to mention the ability to restock 
their inventories. What is absolutely clear is that you 
only need a day or two of that type of disruption and 
civil disorder begins to set in. We saw it in the after-
math of Hurricane Katrina in New Orleans. Imagine a 

complete breakdown of order across the Northeast-
ern US in the wake of a solar storm-caused power 
and systems failure – not for days, but possibly for 
several weeks before getting things running again. 

As a CRO, how do you prepare your organisation 
for such a contingency? Can it even be done?

In the light of such scenarios, it is important for 
CROs to challenge their organisations to consider 
and prepare for extremes, no matter how improbable 
they might appear in the light of day. Preparing for 
events that may never happen will also deliver the 
additional benefit of helping the organisation become 
better prepared to deal with less extreme but more 
likely events.

Imagining	extreme	risk
I see this as the one of the key values of the CRO 
role – to be imaginative and to bring together people 
from different disciplines to consider possibilities 
that may be outside of their ordinary experience. To 
break through company “groupthink” and to challenge 
supply chains and business resilience plans. And 
to bring customers and suppliers into the process 
to consider how all might interact to respond to an 
extreme crisis situation.

Being unafraid to consider mitigation strategies 
for truly extreme, outlier risks is only the beginning. 
CROs also need to emphasise the testing of any 
contingency plans and the training of team mem-
bers to know what to do prior to, during and after an 
extreme event.

We’ve seen such dry runs in cities like London 
and New York, where local governments and busi-
nesses have coordinated business continuity tests 
to respond to major chemical, nuclear, biological or 
radiological (CNBR) terrorist attacks. Major companies 
collaborate by playing out scenarios to the point of 
recruiting people to act as casualties and explore 
the possibility that significant parts of the city may 
become exclusion zones in the aftermath of a major 
CNBR terrorist or other mass disruption disaster 
event. The simple reality is that during such an event, 
you can forget about how you are going to get your 
people into your local facility to retrieve laptops and 
files, or the simple continuity plans of most organisa-
tions, because you simply can’t access the city, let 
alone your offices, perhaps for a very long time.

As risk management leaders we don’t have to 
consider six impossible things before breakfast each 
morning to know the risks our businesses face are 
evolving in dramatic, often extreme directions. But 
“believing the impossible” may be just the kind of 
daydreaming every CRO should make some time for – 
before breakfast or after.

Footnotes:
1. The Black Swan: The Impact of the Highly Improbable by 

Nassim Nicholas Taleb.
2. National Research Council: Severe Space Weather Events- 

Understanding Societal and Economic Impacts – Workshop 
Report: www.nap.edu/catalog.php?record_id=12507#toc.
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As businesses seek new ways to increase efficien-
cies and reduce costs, one area where obvious gains 
can be made is in procurement. As a result, procure-
ment professionals are often tasked with finding ways 
to move their organisations away from maintaining 
expensive, standing inventories of materials and 
components to a just-in-time production environment 
of dramatically reduced stock, which can be replen-
ished by external sources when needed. Savings 
can also be found by seeking well-priced deals with 
sole-source suppliers or trading partners in new geo-
graphic territories.

As companies try different strategies to drive 
costs out of their supply chains, they often uninten-
tionally drive risk into the business. Procurement 
professionals are evaluated by their ability to maintain 
efficiency while engineering costs out of the supplier 
network. But these cost and process changes can 
often introduce additional risk back into organisations 
in the form of increased vulnerability to supply chain 
disruptions. And because smoothly running procure-
ment functions tend to operate in “silos” outside the 
normal view of the Chief Risk Officer, the risks to 
profitability presented by supply chain disruptions 
may go unseen as well. This can be a costly mistake, 

because even a relatively short interruption in a vital 
resource or component necessary to production can 
quickly become a major business issue 

Effective supply chain management is becoming 
an increasingly critical driver of profit… and potential 
loss. Nearly 850 CEOs reported that they did not 
achieve their financial targets due to supply chain dis-
ruptions in 2008. Historically, supply chain business 
interruptions cause roughly 10% lower sales and 11% 
higher costs, leading to an average 25% stock price 
decline when compared to industry peers. As much 
as 40% of businesses stricken by serious supply 
chain issues never recover.1

Vinod Singhal, professor of Operations Man-
agement at the College of Management, Georgia 
Institute of Technology, and Professor Yossi Sheffi, 
director of MIT’s Engineering Systems Division and 
the MIT Centre for Transportation and Logistics, 
have conducted extensive research into SEC reports 
of the stock performance of US companies. Their 
analysis is the source of the average 25% reduction 
in share price referenced above as a result of supply 
chain disruptions, a reduction that can last more 
than two years.

The Procurement Strategy Council, a global organ-

Chain reactions 
under control

lInda COnRad, director, strategic Business Risk, Zurich 
services Corporation, explains why CROs should sharpen 

their focus on supply chain risk
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isation based in Washington DC, reported that supply 
chain disruptions alone cause individual businesses 
an average annual revenue loss of $8 million, while 
some of the hardest hit companies suffered losses 
topping $38 million.

In today’s challenging business environment, 
when the cost of breaks in the supply chain can cas-
cade across your business, active supply chain man-
agement can be an integral enterprise resilience tool. 
By defining the largest potential business interruption 
impacts and monitoring capital consumption, the CRO 
can assist the business in making better risk-based 
strategic decisions, and promote 360-degree business 
continuity and growth plans that protect profitability 
and optimise risk across the enterprise. Thus, it is 
essential for CROs to put supply chain risk manage-
ment on their agendas and to better understand 
and mitigate this significant exposure to enterprise 
resilience and profitability.

Supply	chain	risk	on	the	rise
Many factors can influence the integrity of supply 
chains. Statistics about on-time port arrivals illustrated 
that scheduled arrivals have reached historic lows, 
with only 46% of shipments arriving on time in 2007.2 

It is likely that this that has continued to deteriorate 
in some locations around the globe in the interven-
ing years. Each day’s delay means a supply chain 
disruption for someone. Not long ago, a shutdown of 
seaports on the US West Coast due to a dockwork-
ers’ strike caused, among other disruptions, a major 
automobile assembly plant to shut down while substi-
tute parts were flown in.

The global financial crisis is an example of 
extreme events that have affected economies, compa-
nies and societies in recent years. Natural catastro-
phes have also taken their toll on supply chains, from 
hurricanes and typhoons to earthquakes and volcanic 
eruptions, with the Haitian and Chilean earthquakes, 
the recent ash clouds over Europe and the floods 
in China being among the most recent examples. In 
fact, there were about 400 supply chain disruptions 
publicised in the press following the volcano erup-
tion. This unwanted media attention can damage 
corporate reputation by showing that companies were 
unprepared for contingencies and did not have robust 
continuity plans in place. 

Geopolitical uncertainties yield additional supply 
chain risks. Some of the factors driving these chang-
es include government embargoes, interference with 

ZuRICh FInanCIal seRVICes
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suppliers, strikes and labour troubles, terrorism and 
sabotage. For several years, the Global Risk Network 
of the World Economic Forum (WEF) has produced 
widely quoted reports on existing and emerging 
global risks. I strongly recommend that anyone with 
interest or concerns about a broad range of emerging 
risks visit the WEF website at www.weforum.org for 
more information.

According to a 2008 research report on a survey 
of 110 risk managers conducted in concert with 
Risk & Insurance magazine, nearly three quarters 
of those polled indicated that their supply chain 
risk had increased since 2005. The magazine also 
reported that the number of countries with supply 
chain vulnerability increased from 38 to 53. Risks 
driving this change include government embargo 
and interference with a supplier, strikes, terrorism 
and sabotage. In addition, 71% reported that the 
financial impact of supply chain disruptions had also 
increased, damaging bottom lines, customer reten-
tion and brand equity.3 

A 2009 survey conducted by the Business 
Continuity Institute showed 74% of respondents had 
sustained a supply chain disruption. Even more telling 
is that 88% of companies expected to experience a 
disruption in the coming year. Other major findings of 
the report concluded that supply chain risks are multi-
plying. The danger is that many businesses are under 
prepared and ill-equipped to deal with the growing 
risk of more disruptions expected in the future.4

globalisation	drives	increased	risk
Globalisation has created continual changes in the 
supply chain across all operational functions. Trends 
such as off-shoring, distributed manufacturing, global 
outsourcing and lean sourcing, among others, are 
creating complex, long supply chains with fragile links 
that can suddenly dissolve, producing disruptions of 
significant and lingering severity. 

Supply chain risk is a universal exposure for 
every company, yet the specific scenarios of supply 
chain risk tend to be fundamentally unique to every 
organisation and demand a thorough evaluation in 
terms of their potential financial impact. The risk 
of particular varieties of supply chain disruption is 
embedded within a company’s business model and 
is affected by strategic priorities, operating platforms 
and tactical decisions. By definition, supply chain risk 
arises from the organisation’s need to procure raw or 
finished goods, the assembly of finished materials or 
products, the movement or storage of raw goods or 
finished products, as well as the selling or receiving 
of such goods or products.

Another important dimension in supply chain risk 
is the interdependency that may exist between busi-
nesses engaged in transactions such that activities, 
processes or challenges affecting one business will 
affect all the others. This ripple effect is known as 
contingent risk. The greater the degree of interde-

pendency, the higher the risk of adverse consequenc-
es befalling all parties if an adverse event strikes just 
one of them.

When	the	chips	were	down…
Some real-world examples are striking and illustra-
tive. In one case, a semiconductor plant producing 
chips for mobile phones caught fire due to a lightning 
strike. This caused major supply chain issues for 
two customers that happened to be major suppliers 
of mobile phone handsets. One company managed 
the supply chain disruption relatively well by virtue of 
a supply chain business continuity emergency plan 
that had been designed well in advance. However, 
the other manufacturer faced a major supply shortage 
that resulted in a loss of sales of at least $400 million, 
ultimately resulting in the restructuring of its entire 
mobile phone division.

In another case, a factory that was the sole sup-
plier of brake parts for a major Japanese automobile 
manufacturer was destroyed. The production disrup-
tion immediately shut down the manufacturer’s just-in-
time supply chain, forcing 18 plants to close for nearly 
two weeks and resulting in a total loss of sales on 
the order of $325 million.

The common denominator in both cases was 
that none of the downstream manufacturers’ facilities 
were damaged by the precipitating loss events. How-
ever, whether a supply chain disruption is caused by 
physical damage, such as windstorm or fire, or is pre-
cipitated by any of the limitless numbers of other dis-
ruptive events, from strikes and port shutdowns to ter-
rorism or volcanic eruptions, the consequential losses 
can be massive. In truth, evaluating and responding 
to the potential challenges of supply chain disruptions 
is often less a case of prudent business resilience 
planning and more a matter of pure survival.

Peeling	back	the	layers
There are many factors to be considered when 
assessing the strength and reliability of your global 
supply chain, which is why it is vitally important to 
undertake an evaluation of the entirety of your organi-
sation’s supply chain exposures. Indeed, a thorough 
supply chain assessment employing all necessary 
due-diligence practices may reveal some surprising 
interrelationships and correlations.

In one case, a manufacturer had been relying on 
a single supplier of a vital material, the interruption 
of which would immediately shut down production. 
The manufacturer’s operations were so extensive that 
a cursory assessment found its demand accounted 
for fully 70% of the supplier’s output. Prudently, the 
manufacturer decided to engage another supplier so 
that an interruption would not shut down operations. 
A subsequent reassessment of the manufacturer’s 
supply chain found that the new, secondary supplier 
was actually obtaining virtually its entire inventory of 
the needed materials from the original supplier, acting 
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as little more than a pass-through distributor. Hence, 
the net result of an outage at the primary supplier 
would have been the same.

All of which raises obvious questions which a 
CRO should address as part of his or her respon-
sibility for managing enterprise risks. The essence 
of enterprise risk management (or ERM) is to put 
everything on the table – considering all risk to your 
enterprise to determine if there are key exposures 
lurking that need to be mitigated, or whether there are 
opportunities that should be capitalised upon! Thus, 
the CRO might be in an ideal position to verify if the 
company has assessed the potential financial and 
reputation effects of supply chain exposures. Is your 
business resilient to a disruption? Does it expose 
your brand? Have you considered the financial viabil-
ity and business continuity plans of your suppliers? 
What are their dependencies on their own outsourced 
manufacturers? How much reliance do they place on 
original equipment manufacturers that may them-
selves be interrupted? Are any of your suppliers sus-
ceptible to unexpected, outlier risks such as piracy, 
port blockades, civil disorder or acts of war?

Your suppliers may themselves face global 
manufacturing and supply constraints, which may 
readily flow downstream to you. Increased product 
complexity and distributed information add to the risk, 
as do raw material or component availability. Finally, 
simple failures in transportation and physical damage 
to components in transit can be as disruptive to your 
production as any natural or man-made disasters.

Clearly, there are an infinite number of potential 
disruption scenarios, all of which will project a pre-
dictable set of outcomes. When a disruption occurs, 
the factor most predictive of your individual outcome 
is the degree of supply chain awareness and analy-
sis of the vulnerabilities you have done prior to the 
event. Identify the areas within your supply chain 
that are the most vulnerable, and why. Quantify the 
financial impacts associated with individual disrup-
tions associated with specific supplies or suppliers. 
Identify and prioritise the improvement and mitigation 
efforts applied to your supply chain risk management 
processes to protect your profitability should the 
chain break.

Continuity	audits	deliver	value
Remember that a supply chain risk assessment is 
just one component of holistic and proactive busi-

ness continuity planning. A fully developed continuity 
plan necessarily begins with an audit of all existing 
contingency and recovery plans to provide a broad, 
holistic view of where you stand and a firm basis 
for improvement. Audits must benchmark business 
continuity management against standards and best 
practices to yield a summary of the key performance 
gaps in the organisation’s processes.

Functioning as “stress tests,” business continuity 
reviews and exercises can help ensure that continuity 
plans are the right fit for their intended purposes, and 
have been updated to accurately reflect the current 
operating model. Audits will also help in determining 
the organisation’s risk tolerance and risk appetite as 
well as making it easier to achieve compliance with 
existing and future regulations. The result should 
be increased enterprise resilience which can both 
prevent issues from emerging and protect profitability 
through more effective return to business.

forewarned	is	forearmed
Importantly, business continuity audits will also deliver 
value in demonstrating competence and resilience to 
key stakeholders. In an intensely competitive busi-
ness environment, a reliable, permanent market pres-
ence is essential to satisfy customers and achieve 
planned levels of revenue and profit. While an inter-
rupting event can result in physical damage, it may 
present an even greater threat to the existence of the 
business due to a loss of confidence on the part of 
customers, investors and the marketplace at large.

Increasing supply chain resilience is a major 
component in the process of improving enterprise 
sustainability and business resilience. The fact that 
organisations only publish supply chain failures when 
they can no longer keep them private highlights the 
drastic rise in recorded events as merely the tip of the 
iceberg. The increase in both frequency and finan-
cial impact of supply chain disruptions should be an 
unmistakable warning to shrewd CROs and execu-
tives to act now to isolate and eliminate risk in their 
supply chains.

Footnotes:
1. CPO Agenda: The Business Review for Supply Leaders; 

Winter 2008.
2. Logistics Today, May 27, 2007.
3. “Stemming the Rising Tide of Supply Chain Risks: How Risk 

Managers’ Roles and Responsibilities are Changing,” Marsh 
Research Report, April 15, 2008.

4. “Supply Chain Resilience Report 2009;” ©2009 The Business 
Continuity Institute; www.thebci.org.

“Are any of your suppliers susceptible to unexpected, 
outlier risks such as piracy, port blockades, civil disorder 
or acts of war?” 

Linda Conrad, Director, Strategic Business Risk, Zurich Services Corporation



18 CRO Risk Forum 2010 www.reactionsnet.com

CaPItal ManageMent

The harmonisation and integration of quantitative and 
qualitative risk assessments in order to find out what 
really matters is the toughest part of Enterprise Risk 
Management in my opinion.

Why? Take this small example: as an international 
reinsurer you have quite extensive experience of 
casualty reserves and natural catastrophes. Facts and 
figures – such as development triangles and expo-
sure data – are available for use in calculations. And 
you have empirical evidence showing that most past 
insolvencies were caused by reserving problems. 
Major catastrophe events rank second, i.e. another 
insurance risk realisation.

Nevertheless, there are also operational risks such 
as fraud, IT system failures or simple fire damage 
to office buildings that have to be considered within 
your ERM framework. But how much resource should 
be allocated to what task? Here you need to have a 
clear understanding of your holistic risk management 
view with some sort of uniform measurement basis. 

Otherwise, you will end up in a situation similar 
to that of some regulators in the current Solvency II 
discussion: calling for huge volumes of information 
and tying up many, many resources for items that do 
not really matter. 

The reason – as always – is a lack of understand-
ing of the bottom-line importance of a particular risk 
and the lack of uniform risk metrics.

I have to admit that it is quite a challenging task to 
develop this uniform understanding of qualitative and 

quantitative aspects. What is more, this is a process 
that takes some time and cannot be accomplished 
overnight.

The best starting point is a solid foundation 
consisting of the quantifiable insurance risks. One of 
the most commonly used tools is a holistic model of 
the quantifiable risks (such as insurance risks, market 
risks, credit risks) and their correlations. Since these 
models facilitate Dynamic Financial Analysis, i.e. anal-
ysis of the impact that a change in input parameters 
might have on the overall results, they are referred to 
as DFA models.

The beauty of these models and their integrated 
view of different risk ingredients is that they make 
it possible to test the bottom-line impact of certain 
parameters. This can lead to surprising and at the 
same time convincing results. Another example: in an 
integrated assessment of life and non-life risks you 
may find that a 1,000-year pandemic with an excess 
mortality of three per mille will have a dramatic impact 
on the life portfolio on a stand-alone basis. Combin-
ing life and non-life, however, the bottom-line impact 
from this 1,000-year pandemic may only be a fraction 
of the impact on a stand-alone basis.

The reason is very simple: while a non-life port-
folio involves numerous perils such as windstorms, 
earthquakes or flood events (each able to gener-
ate a 1,000-year event), there is only one significant 
catastrophe peril for the mortality risk: a worldwide 
pandemic. This event is dramatic for a life portfolio on 

Which risks 
really matter?
What risks should be on the CRO radar when tying 
together quantitative and qualitative risk management?  
that’s a hard question to answer, says 
eBeRhaRd MÜlleR, CRO at hannover Re
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a stand-alone basis, while it is “just another” event in 
an integrated life and non-life portfolio.

The conclusion for your ERM is that, yes, pan-
demic is a severe risk – but do not overreact! Look 
at the bottom-line impact for your integrated portfolio 
and decide on the basis of this assessment what 
should be dealt with first.

By way of example, the conclusion for inter-
national reinsurers may be that non-life risks rank 
first and that within the non-life risks it might be the 
reserve risk for long-tail business that takes the no. 
1 position. This finding is also backed by empirical 
evidence, since most reinsurer insolvencies in the 
past have been caused by insufficient reserves. The 
no. 2 risk might be the exposure risk, especially for 
natural catastrophes. Again, the empirical results may 
confirm this.

The market risk and credit (for outstanding rein-
surance) risk may come in third and fourth, but this 
certainly depends on the asset allocation and retro-
cession strategy of the individual company.

Now we are coming to the tricky part: how are 
qualitative risks (such as operational risks) integrated 
into this holistic view?

And here is my first concern: while you may have 
tons of data available to estimate loss distributions 
and loss development triangles for insurance risks, 
there is a lack of meaningful data – especially for 
insurers – on the tail-end of the distribution of qualita-
tive risk realisations. 

Furthermore, market data – like the ORIC data-
base – are only helpful to a very remote degree, given 
that the potential for operational losses to materialise 
does not depend on “random” realisations of certain 
“random variables” (e.g. earthquakes), but rather is 
heavily dependent on the existing structures and 
processes. The next link in the chain of thought is 
usually: ok – let’s take the existing structures and 
processes and try to estimate the potential for opera-
tional losses under those conditions.

Yet this is where the nightmare starts. Creative 
non-mathematicians celebrate their scenario-building 
abilities, usually starting with the words “Let’s assume 
that…” My personal example is the sentence: “Let’s 
assume the television tower close to our building 
comes down and falls directly onto our building”. The 
beauty of these scenarios is that everybody is able 
to picture them immediately. The misleading part is 
that you have a firm scenario in your mind which 
disregards any realistic assessment of occurrence 
probabilities! And all of a sudden you are lost as you 
try to combine the results for those scenarios with the 
results from your DFA model.

The only obvious way out of this trap is in fact 
an approach that starts with a justifiable market-wide 
average charge for operational risks, e.g. as a certain 
percentage of the previously quantified risks. In their 
2004 paper the expert group of 20 international actu-
aries came to exactly this conclusion. 1

The second step is to review the individual 

CaPItal ManageMent
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systems and processes of an individual company 
in order to find out whether the situation is “above 
average” or “below average” and then to adjust the 
applicable factor accordingly. 

As a rating agency, for example, I would use the 
“ERM” rating of my ERM review and make the follow-
ing allocation: where there is no existing ERM assess-
ment or in case of a “weak” result the capital charge 
might be 10% (i.e. an adjustment factor of 1.1 applied 
to the previously quantified risks). For an “adequate” 
result this charge may decrease to 7%, for “strong” to 
4% and for “excellent” it may be as low as 1%.

As a regulator I might follow the Bermuda Mon-
etary Authority (BMA) in their approach, requiring a 
self-assessment of the ERM system which results 
in certain scores for certain categories. A full score 
leads to a capital charge of as little as 1% whereas if 
you fall short of a minimum threshold with your indi-
vidual scores you will be charged 10%. In between, a 
staggered charge applies in steps of 1% depending 
on the scores achieved. 2

Yet even in cases where the full charge is applica-
ble it is quite obvious for insurance companies that the 
predominant risks are still the insurance risks rather 
than qualitative risks. A further hurdle for quantification 
of qualitative risks such as operational risks is the fact 
that the majority of “loss realisations” from operational 
risks are to a certain extent already reflected within 
the insurance risk database. If underwriters exceeded 
their limits or failed to ask the right questions before 
writing a treaty and thereby caused excessive losses 
on occurrence of major catastrophes, such losses are 
already reflected in the loss database producing the 
probability distributions for insurance losses. This holds 
true for market data as well as for individual company 
data, and I have not met a single colleague in the mar-
ket who was able to split his insurance loss database 
into the two components of “pure randomly caused 
losses” and “losses due to underwriting failures”.

Whilst all this lends credence to my personal 
belief that many of the current discussions surround-
ing qualitative risks seem to put undue weight on 
them, I must admit to one circumstance that I have to 
honour: public perception!

If, for whatever reason, there is public awareness 
of a specific scenario regardless of the actuarial 
estimate of its return period (i.e. occurrence prob-
ability), I have to be prepared to provide answers. 
Let’s assume a “Mexican flu” environment dominates 
the daily news in an unprecedented way. If the value 
drivers for my operation (e.g. analysts, rating agencies 
and also regulators) are asking me about my prepar-
edness for certain scenarios, it is not sufficient to 
simply respond that scenarios like the ones currently 
under discussion in the media are so far beyond any 
realistic return period range that they fall outside the 
scope of my risk management. 

Although this might be the “actuarial truth” it 
would trigger another risk category: reputational risk. 
The only appropriate response is to give serious con-
sideration to any risk which is seriously considered 
by my value drivers.

This might not fit entirely with my own risk hier-
archy as described above and may need some man-
agement decisions in addition to actuarial techniques 
to place it within the hierarchy. For sure, it will help to 
avoid situations where all the numbers might confirm 
my internal actuarial assessment but my investors 
have meanwhile withdrawn their capital as they have 
lost confidence in my ability to deal with the “risks 
under discussion” in an appropriate way.

Summarising the above, there are three steps that 
lead to finding out which risks really matter:  
Step 1: Quantify the quantifiable risks as well as 
you can by applying state-of-the-art modelling  
techniques.  
Step 2: Integrate qualitative risks into this quantitative 
framework as far as possible by using qualitative  
assessments and converting those assessment 
results into quantitative figures, e.g. by means of 
scoring procedures.  
Step 3: Monitor the risk perception of your value driv-
ers and explore the differences between their “risk  
hierarchy” and yours. Where necessary, move certain 
risks up in the risk hierarchy through dedicated man-
agement decisions.

Footnotes:
1. A Global Framework for Insurer Solvency Assessment, 

Research Report of the Insurer Solvency Assessment Working 
Party, International Actuarial Association, 2004.

2. Bermuda Monetary Authority, Commercial Insurer Risk 
Assessment Procedures – Guidance Note # 17, November, 2008.

“I have not met a single colleague 
in the market who was able to split 
his insurance loss database into the 
two components of ‘pure randomly 
caused losses’ and ‘losses due to 
underwriting failures.’”

Eberhard Müller, CRO, Hannover Re
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What	is	your	own	personal	
background?
During my MA and Doctoral degrees, 
I worked as a freelance consultant on 

risk management and control process improvement. 
After, I started to work as risk manager in Arthur 
Andersen’s Istanbul office and as senior risk manag-
er in Ernst & Young. In 2004, I joined Sabanci Holding 
as Chief Risk Officer and initiated the group’s Risk 
Management Department. I also currently hold the 
position of board member at various group compa-
nies. Additionally, I hold the presidency position of the 
“Risk and Value Management Working Committee” at 
the Turkish Industrialist’s and Businessmen’s Associ-
ation (TUSIAD), and the “Enterprise Risk Management 
Association – ERMA” which is a member of FERMA. 

What	is	your	reporting	line?	How	is	risk	
management	organised	across	such	a	widely	
diversified	group?
As you said our organisation is a widely diversified 
group with 71 companies present in 18 different coun-
tries. In order to enable the whole group to manage its 
risks in the most effective and efficient way in a cen-
tralised structure, Sabanci Holding established a “Risk 
Management Department” in 2004. Sabanci Holding 
pioneered risk management focussed on industrial risks 
in Turkey and was the first corporation to structure a 
“Chief Risk Officer” position in the country. As the CRO 
of Sabanci Holding, I report directly to the CEO. 

Today, Sabanci Holding’s risk management depart-
ment serves as a centralised department dedicated to 
managing the group’s risks within its risk appetite by 
using defined processes and policies. Also, by leading 
the Sabanci Risk and Insurance Management Platform, 
which is composed of risk managers in each group 
company, we support the improvement of risk manage-
ment skills of the companies. 

Which	risks	keep	you	awake	most?	Tangible	risks	to	
do	with	property	and	liability	or	intangible	risks	such	
as	brand/reputation,	political	and	supply	chain?
In a world that is changing at an incredible speed 

and is full of uncertainties, risk perception has been 
changing, too. It is not valid anymore to think of 
risk as a tangible notion that may affect only the 
assets. Today we see that notions to do with brands, 
customer, and sustainability are taking the top place 
in the agendas of upper management. And the risks 
coming with those notions are beginning to be con-
sidered as the most critical risks with consequences 
that may be difficult to recover from. For this reason, 
it is not possible to separate those risks from each 
other explicitly, according to their “tangibility”. The 
Sabanci risk universe consists of several risks from 
most tangible ones like fire and business continuity 
to the intangible ones such as brand management, 
customer management and reputation. 

Explain	the	Sabanci	risk	tracking	and	reporting	
system?
As I mentioned before, my risk management depart-
ment centralises all the risk management activities 
implemented within the group companies and enables 
us to implement enterprise risk management principles 
effectively. Today, risks are identified, prioritised and 
monitored continuously throughout the group. Key risk 
indicators are defined, risk tolerance limits are set. 
Detailed action plans are formed for all of the critical 
risks and they are implemented step by step. Dur-
ing these processes, companies report their key risk 
indicators and current status of them and the improve-
ments in their action plans continuously to the Risk 
Management Department. After this, all the information 
is consolidated, common group-wide risks and their 
status are analysed, and risk reports are prepared using 
the information and risk management department’s 
foresight and expertise in specific risks. This risk report 
is delivered to the top management periodically. 

Also, we are planning to conduct all ERM activi-
ties including risk reporting, through an online system 
in order to increase efficiency. 

What	sort	of	outside	advisors	do	you	use?
We do not have a permanent advisor on ERM activi-
ties; if it is needed we contact with some, especially 

Master of the 
risk universe

as chief risk officer at sabanci holding*, turkey’s 
leading financial and industrial conglomerate, 
dR taMeR saKa’s risk universe is ever expanding
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in risk studies to do with mergers and acquisitions or 
new investments. But in the operational risk part, we 
do outsource site visits regarding the assessment of 
fire and boiler and machinery risks within our plants. 

What	emerging	risks	are	on	your	radar	right	now?
Following the global financial crisis, financial dynam-
ics have changed. So in 2009 we mostly focused on 
foreign currency risk, credit risk, and liquidity risk. 
Additionally, the most important topic this year for us 
is sustainability, which is analysed in a broad con-
text including risks regarding the environment, social 
responsibility, workers health and safety, human 
resources and so on. 

How	do	you	and	your	team	monitor	emerging	
risks,	practically	speaking?
As you know, accessing information is the key and 
prerequisite of being “proactive”. If we cannot gather 
information or data necessary for analysis, we manage 
crises after the risks have been realised. Starting from 
this point, first we identify the emerging risks that we 
should monitor continuously. Then, we identify the 
key risk indicators (KRIs) which may give an indication 
about the current status of risks within the companies. 
Companies monitor and track those KRIs and continu-
ously report to the risk management department. But 
it is also necessary to monitor the external factors 
causing risks. For this purpose, we use tools such as 
timely information provider programmes, country risk 
monitoring reports, publishing and so on. 

At	what	stage	is	Sabanci	on	the	ERM	journey?
Looking at the risk management maturity level of 
Sabanci group, it is not false to say that we are on 
the way to the ideal, advanced level of risk manage-
ment implementation throughout the group. Risk man-
agement policies and procedures are defined, risk 
assessments are conducted, strategies are set and 
risk management actions are planned in a continuous 
manner. Each company has started to develop their 
own risk management departments and assigned risk 
managers responsible for ERM implementation. Risk 
committees are formed where high priority risks are 
reviewed and discussed with the attendance of top 
management. But there is always room for improve-
ment in integrating all of those processes with the 
decision making system, embedding the risk manage-
ment culture in the daily operations of companies and 
increasing the level of risk awareness of employees 
in the bottom line. 

How	would	you	define	the	objective	of	ERM	at	
Sabanci?
The main role of risk management is to ensure that the 
risk appetite of the shareholder is transferred propor-
tionately within the business units and that any surpris-
es that may be faced in the future are minimised for 
a sustainable growth and profitability. Currently, while 

improving our “maturity level” within the risk manage-
ment transformation process, we aim to integrate risk 
management activities more deeply both in holding 
and company level decision-making processes. 

What	(IT)	tools	do	you	have	at	your	disposal?
We are planning to provide a professional risk man-
agement software solution to be used throughout the 
whole group but currently we use a combination of 
local and standard programmes. 

How	has	the	financial	crisis	changed	your	view	of	
insurers?
It is now clear that the financial crisis has fundamen-
tally changed the political and regulatory environment 
for financial services. Whilst still evolving, it is increas-
ingly clear that insurance businesses will be affected 
to some degree. These changes and uncertainties are 
collectively creating a significantly more complex envi-
ronment for insurers as they consider how to deploy 
resources and where to invest for future growth and 
success. There is no doubt insurance companies are 
developing different strategies and structures to suit 
the current environment and as insureds we will see 
those differences reflected in the near future. 

Is	insurance	more	or	less	an	attractive	risk	
transfer	option	for	Sabanci,	compared	to	say,	10	
years	ago?
As it gets more and more important for economies to 
maintain growth, the tolerance for losses decreases. 
For this reason, insurance should not be treated as 
an additional cost or burden but an essential element 
of risk management.

As Sabanci operates in different countries with a 
diversified asset portfolio, we put special emphasis 
on risk and insurance management. We have a team 
of insurance specialists with sectoral background 
working to make sure that Sabanci is one hundred 
per cent covered and in the most efficient way. 

How	could	insurers	make	their	service	–	or	
solutions	–	more	attractive	to	Sabanci?
Our relationship with insurers depends on the level at 
which parties understand the needs and objectives of 
our business. We expect the insurer to know our situ-
ation, to be able to point out our risks, and the weak 
points of the business cycle. They should be able to 
provide us with research, ask questions, and apply their 
knowledge and resources to arrive at a clear and com-
prehensive picture of our particular circumstances. As 
a result, tailor-made insurance coverages serve us best. 

*Sabancı Holding’s main business units include financial 
services, energy, retail, cement, automotive, tire and tire 
reinforcement materials. Listed on the Istanbul Stock Exchange 
(ISE), Sabancı Holding has controlling interests in 11 companies 
also listed on the ISE. Sabancı Group companies currently 
operate in 18 countries and market their products in various 
regions in Europe, the Middle East, Asia, North Africa and North 
and South America. In 2009, consolidated revenue of Sabancı 
Holding was US$ 12.2 billion with an EBITDA of US$ 2.6 billion.
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What	is	your	career	background?
I was a formerly a partner at Deloitte & Touche where 
I was one of the leaders of the firm’s enterprise risk 
services and internal audit practices. My experience 
at Deloitte included helping Fortune 500 companies 
design and implement risk management programs 
across a variety of industries, including retail, con-
sumer products, media and entertainment and finan-
cial services. Having such a variety of clients gave 
me an opportunity to compare and contrast widely 
divergent approaches to risk management.

While at Deloitte, I worked with Interpublic Group 
for several years and gained a strong appreciation for 
the organisation, its historical challenges and its tre-
mendous potential. While I was not planning to leave 
Deloitte, I recognised a unique opportunity to play 
a key role in IPG’s future success. My institutional 
knowledge gained from working with the company 

and having the opportunity to see their top notch 
management team make significant changes over the 
past few years made me comfortable that my deci-
sion to join IPG was the right one.

IPG had its challenges complying with SOX and 
enhancing its financial reporting processes including 
financial restatements. As a result, IPG’s risk man-
agement and internal audit processes over the last 
few years focused intensely on internal controls over 
financial reporting, anti-fraud and asset protection. IPG, 
overall, has significantly strengthened its control envi-
ronment and processes, is now SOX compliant and 
has become a much more disciplined organisation. 

As the company has matured, the time came 
where we should begin expanding the focus of the 
risk management program beyond asset protection 
and compliance and towards value creation. This is 
one of my key priorities for 2010 and beyond.

Risk and reward
JulIe COnnORs was recently appointed CRO of Interpublic, 
one of the world’s leading organisations of advertising 
agencies and marketing services companies. she says a key 
priority is to expand the risk management focus beyond 
compliance 
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So	will	the	job	
change	with	you?
There’s a lot on my 
plate now! My current 
areas of responsibility 
include Enterprise-

wide Risk Management, Internal Audit, Fraud Investi-
gations and Prevention, Business Continuity, Security 
and Privacy, Code of Conduct, Policy and Procedure 
Administration and Compliance. 

These areas are obviously critical to value preser-
vation and we have established policies, procedures 
and controls in each of them. But there’s always room 
for improvement, and one of the key changes I am 
currently addressing is to expand our risk framework 
to address the full spectrum of risks including areas 
that offer opportunity for value creation.

This means a shift from a historical focus on 
asset protection and financial reporting, to now also 
including areas such as client contract compliance to 
help support client. Expanding our focus to include 
areas of operations and execution will support better 
decision making throughout the entire organisation at 
all levels and will make us more competitive. 

I’m also planning to increase efficiency of risk 
management to help reduce the burden on the busi-
ness - through improved coordination, elimination of 
redundancies and leveraging technology. 

I have talked to many organisations that resist the 
notion of having a CRO because it could potentially 
be viewed as taking responsibility for risk manage-
ment away from management. While I do have direct 
responsibility for managing the areas noted above, as 
CRO I am not responsible for managing all risks to 
the organisation. My primary responsibility as CRO is 
to establish and monitor our risk management proc-
ess and infrastructure to ensure it is well designed 
and operating effectively. 

What	is	unique	about	IPg’s	risk	environment?
What is unique about this company is that we have 
agencies in 120 countries, structured in five networks. 
Most of these agencies operate semi-autonomously 
with their own CEOs. In some markets, our agencies 
may compete with each other fiercely for the same 
business. The challenge is to balance the autonomy 
necessary to allow the cultural and creative differ-
entiators to flourish yet leveraging the scale of a $6 

billion organisation and ensuring a strong control 
environment is maintained.

We have many layers of risk management activ-
ity going on throughout the organisation and there 
is clear opportunity to harmonise, rationalise and 
align these activities with today’s risk profile. Our 
organisation-wide effort to optimise our risk manage-
ment activity will not only create efficiencies, but 
also enhance quality of information and our ability to 
proactively respond, as opposed to react, to opportu-
nities to create shareholder value.

What	risks	does	IPg	and	its	agencies	face?
Advertising is a highly competitive industry. The big-
gest challenges for the agencies are winning new 
business and retaining clients. Our top ten clients 
represented almost one quarter of our total revenue in 
2009. While we believe it is unlikely that we would lose 
the entire business of any one of our largest clients 
at the same time due to competition, a substantial 
decline could have a significant impact, so consistent 
excellence in client service is absolutely critical.

Another challenge is retaining or failing to attract 
the very best people, the intellectual capital, at our 
agencies to service these clients. Our employees, 
their skills and relationships with clients, are among 
our most important assets. Related to this, intellectual 
property (IP) is also very important and we have to 
be very careful about how we structure arrangements 
with our clients so that we don’t compromise our IP.

Extended enterprise risk is an area that has 
become an increasing concern for most businesses, 
including us. Our agencies work with many differ-
ent big and small vendors to deliver advertising and 
media services to our clients so we need to support 
our agencies in managing the risk of those extended 
enterprise relationships. The same goes for our cli-
ents. As advertising and marketing is often a signifi-
cant spend for most companies, I often get involved 
with clients to provide them assurance about how we 
manage risk by making them aware of the programs 
we have in place worldwide, such as our business 
continuity capabilities, security and privacy policies, 
internal audit procedures, other compliance programs 
and our code of conduct requirements. 

What	risks	keep	you	awake	at	night?
The risks that tend to keep me awake at night are 

CRO PROFIle

“The biggest part of my job has been going out and 
talking to people all around the world, in some 
of the most remote places… If I go to them and 
ask insightful questions, it helps them think about 
their objectives.”

Julie Connors, CRO, Interpublic
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the ones that I can’t control – like the economy. Our 
business is very influenced by the effect of eco-
nomic conditions on our clients. The global recession 
impacted the industry on a world-wide basis. Clients 
pulled back on spending during the recent downturn 
because they had no choice and we had to react 
quickly to align our cost structure. 

As a global organisation in 120 countries, we are 
very sensitive to the unique risks in doing business 
around the world including understanding cultural dif-
ferences, differences in employment and privacy laws 
or the norms of advertising and what is acceptable. 
We also closely monitor geopolitical risks such as 
the recent political unrest in Asia and Latin America. 
In these cases, we have been quick to take action, 
especially if we believed our people were at risk. For 
example, the recent unrest in Thailand and earth-
quakes in Chile put our business continuity program 
to the test. I can proudly say that we kept all of our 
people safe and agencies running, serving our clients 
and even delivering pitches and winning new busi-
ness without having physical access to our facilities. 

Reputational risk is one of our highest priorities. 
We sell work and build our client base through our 
brands. When we consider risk factors in our sce-
nario planning, we also evaluate the potential impact 
on our reputation. A security breach of our client’s 
information for example would be devastating to 
our reputation and accordingly, receives the highest 
mitigation priority.

How	do	you	disseminate	the	Enterprise	
Risk	Management	message	throughout	the	
organisation?
I try not to use the term ERM or even mention the 
word risk too much! The term ERM carries baggage 
and risk is a scary four letter word for some people. 
The people I deal with are CEOs, CFOs, controllers, 
and creative people that are very entrepreneurial. Our 
people need to take calculated risks every day to 
build the business and we need to encourage that. 
The conversations are much more productive when 
I ask them how I can support them in serving their 
clients with distinction and become trusted advisors. 
If you simply talk about risk and mitigation strategies, 
people will shut down on you. 

Is	a	proprietary	ERM	system	necessary?
One of the key things I learned in my experience 
serving a wide variety of clients at Deloitte is that 
risk management practices often vary significantly 
between companies and what’s right for one compa-
ny may not be right for another. Factors like industry, 
size, structure and, most importantly, culture all play 
key considerations in designing a risk manage-
ment program.

From a systems perspective, our risk assessment 
process has been primarily Excel and Word based. 
However, as we continue to move the needle from 

an assessment based risk model to a management-
based risk model, we will require more robust 
technology tools to more effectively capture informa-
tion and monitor our process and key risk indicators. 
I’m looking at some options right now. The market-
place for software solutions continues to evolve. As 
you might expect, our systems environment is fairly 
heterogeneous. We have a very well developed Open 
Pages tool that we use for operational control and 
SOX compliance. We also use data analytics, Key 
Performance Indicators, what we call KPIs, and have 
a variety of other tools in place monitoring risks at 
different levels throughout the organisation. 

My vision is to collect all this information and 
house it in one place to more fully integrate our com-
pliance systems with our financial systems to allow 
us to more effectively monitor key risk metrics across 
the enterprise. 

What	about	insurance?	Is	that	part	of	your	remit?
It wasn’t very long ago that risk management was 
considered to be synonymous with insurance, which 
was addressed by a function in the finance depart-
ment, such as treasury.

I serve on a committee that monitors our coverage 
and potential claims. I report to that committee 
on the compliance issues and potential risk areas 
I’m seeing.

Insurance does play a role in our risk framework, 
especially as it relates to asset protection. I view it as 
the mitigation strategy of last resort, especially as it 
relates to catastrophic losses.

What	does	it	take	to	be	an	effective	CRO	in	the	
world	of	advertising?
An understanding of the business is very important. 
Coming from being part of the revenue stream of 
another large professional services firm has been 
surprisingly helpful in that regard. I know how project 
management works, how utilisation of people and 
resources works and - most important – how we 
make money. I find it is very important to understand 
the commercial side of this business and not just the 
back office aspects.

In a decentralised, far flung organisation like ours, 
it is crucial to get out to the field, to interact with peo-
ple at all different levels. The biggest part of my job 
has been going out and talking to people all around 
the world, in some of the most remote places. It is 
the people on the ground, in our agencies who make 
decisions everyday that affect our risk profile. If I go 
to them and ask insightful questions, it helps them 
think about their objectives and approach what they 
are experiencing in their market in a risk intelligent 
way, I’m very careful not to appear to be someone 
who is presenting obstacles to creativity or entrepre-
neurialism. I’m there to help – not hinder their ability 
to be profitable. They need to trust me and come to 
me for support and guidance.



Helping protect profitability 
if the chain breaks.

Never before has the need to know your corporate exposures been 

more crucial. How well does your company understand its supply 

chain interruption risks emerging in the current operating environment? 

We can help you identify operational weak links in your supply chain 

and help you protect profitability at every step. The Zurich supply chain 

risk assessment and related insurance products are designed to help 

you understand your exposures and protect your profits in one of your 

most significant areas of risk: failure in your supply chain. 

For more information about Zurich supply chain solutions, visit:

www.supplychainriskinsights.com or www.zurich.com.

Here to help your world. 

Coverages underwritten by member companies of Zurich in North America, including Zurich American Insurance Company. Certain coverages not available in all states. Some coverages may be written on a nonadmitted basis through surplus lines brokers.
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