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How can the senior
management of an
organization be more
aware of their potential
risks—both the upside
29

and downside?

1 “Strengthening Enterprise Risk Management for
Strategic Advantage” Committee of Sponsoring
Organizations of the Treadway Commission
2009, coso.org

2 1SO 31000 Risk management — Principles and
guidelines. International Organization for
Standardization, 2009. www.iso.org

Enterprise Risk Management as a Strategic Planning Tool

Taking risks is a necessary part of growing a business and adding stakeholder

value. An organization that operates too cautiously and misses product or market
opportunities can have difficulty attracting the best talent and investor capital. While
the upside of risk is the ability to strategically seize business growth opportunities,
today’s complex world has also revealed the downside of risks. Fragile global supply
chains, technology dependence, increased speed of product cycles and complicated
financial models and relationships continue to multiply the breadth and depth of
risks facing organizations.

Failure to either anticipate growth opportunities or plan for negative events can
have serious consequences on business operations, including loss of customers,
inadequate asset protection, failure to meet regulatory requirements, lower
profitability and share price. How can the senior management of an organization
be more aware of their potential risks—both the upside and downside? Recently,
there has been an intensifying interest in enterprise risk management, or ERM, as a
tool to enable organizations to consider the potential impact of all types of risks on
their processes, products, services, activities and stakeholders. In short, an effective
ERM approach can help an organization make the most efficient use of its capital.
By determining what growth opportunities to fund, and what potential risks need
budget support, an organization can better ensure it will meet its business objectives
today and into the future.

As early as 2001, the Committee of Sponsoring Organizations of the Treadway
Commission (COSO) began efforts to develop a framework that could be used

by corporations to evaluate and improve their organizations’ enterprise risk
management. As defined by COSO, “enterprise risk management is a process,
effected by an entity’s board of directors, management and other personnel, applied
in strategy setting and across the enterprise, designed to identify potential events
that may affect the entity, and manage risk to be within its risk appetite, to provide
reasonable assurance regarding the achievement of entity objectives.”?

The wide array of economic, geopolitical, environmental, technological and

other risks of the last decade have heightened the call for a more rigorous risk
management approach by organizations. Events like Enron and Worldcom, the
Asian tsunami and Chilean earthquakes, the devalued dollar and recent credit crisis
have led to the creation of new risk management standards to assist organizations
in developing an ERM framework. In 2009, a new international standard was
published, ISO 31000, that both expands the framework and clarifies the risk
principles set out in the Australia and New Zealand standards developed in 2004 (AS/
NZS 4360:2004). The new ISO 31000 defined the application of a risk management
framework as a “set of components that provide the foundations and organizational
arrangement for designing, implementing, monitoring, reviewing and continually
improving risk management throughout the organization.”?2
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greater disclosure is needed
about how a company—
and the company’s board in

29

particular—manages risks

3 "Progress Report: Integrating Enterprise Risk
Management Analysis Into Corporate Credit

Ratings” Standard & Poors Ratings Direct www.

standardandpoors.com/ratingsdirect July 2009

External Drivers of ERM for Today’s Organizations

Enhancing an organization’s growth opportunities, improving financial and
operational performance, and reducing losses are some of the internal drivers

that spark the development of an ERM framework within organizations today.
However, there are significant external drivers—primarily regulatory and legal-that are
challenging organizations to formalize their risk management processes. In short, it's
just becoming good business practice.

In 2004, the New York Stock Exchange issued corporate governance rules that
require audit committees of listed corporations to discuss risk assessment and risk
management policies. Executive compensation arrangements are a key area of
regulatory attention because there is concern that these arrangements may have
encouraged excessive risk-taking in the past, where there has been an undue
emphasis on performance without due consideration of risks.

In July 2009, the SEC proposed rules that would require management to increase its
disclosures of information that describe the overall impact of compensation policies
on risk-taking. The rules would also require disclosure in a proxy statement about the
board’s role in the company’s risk management process, and the effect that this has
on the way the company has organized its leadership structure. The SEC believes that
disclosure should provide information about how a company perceives the role of its
board and the relationship between the board and senior management in managing
the risks facing the company. SEC Chairman Mary Schapiro stated, "I want to make
sure that shareholders fully understand how compensation structures and practices
drive an executive’s risk-taking. The Commission will be considering whether greater
disclosure is needed about how a company—and the company’s board in particular—
manages risks, both generally and in the context of setting compensation.”

Last spring, Sen. Charles Schumer, D-N.Y., introduced the Shareholder Bill of Rights
Act of 2009 that would require corporations to establish a risk management
committee comprised of independent directors. Additionally, the U.S. Treasury
Department is considering requiring compensation committees of public financial
institutions to disclose strategies for aligning compensation with sound risk
management. While this focus is on financial institutions, the link between
compensation structures and risk-taking has implications for all organizations.

Ratings agencies and analysts have also taken a keener interest in governance efforts.
In 2008, Standard and Poor’s (S&P) began assessing ERM processes as part of its
corporate credit ratings analysis. S&P reports that of the more than 300 discussions
with rated issuers in U.S. and Europe, they have discovered a wide range in the level of
adoption, formality and engagement of ERM.3 In particular, S&P noted that:
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Corporate boards, facing heightened regulatory and ratings scrutiny, are beginning

to insist that management provide sophisticated reports linking risks to their impact
on an organization’s objectives. Many boards are also more engaged in the oversight
of management’s risk monitoring processes to determine whether the risks assumed
to meet performance objectives are embraced throughout the organization and
within established limits. Also of interest to boards is how management’s response to
existing risks have either helped or hurt the long-term strategies of the organization.

Clearly, the need to create a robust ERM framework is something no senior executive
team can ignore today. Risk management has moved beyond just the purview of the
CFO and accounting department to become an enterprise-wide responsibility. Today,
a limited approach to identifying, assessing and monitoring risks is not enough.
In a recent survey of more than 200 risk professionals across a variety of global
The purpose of this broader organizations, more than 62 percent of respondents reported moving beyond a
basic, limited ERM, compared with only 38 percent two years earlier.*
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assessment is to create a

more resilient business— ERM: Less Business Continuity, More Business Resilience
one that is better prepared Risk management is often used as a synonym with business continuity management.
10 adapt 10 changing While the two processes share much in common and similar methods, they are

diti dl different concepts. As defined in this paper, risk management identifies risks
conaitions and leverage that may or may not be threatening to the continued effective operation of an
emerging opportunities organization, paying equal attention to those identified as “good” risks when

associated with growth opportunities.

Business continuity management deals with factors that may cause significant
business disruption or may damage the organization’s reputation. It emphasizes
preparing the organization for and bringing the organization back from a
threatening event. In other words, business continuity management is an application
of risk management in the context of threatening risks and emphasizing a timely
recovery after an incident.

Enterprise risk management, on the other hand, sets down a structured framework
for the organization to identify, rank and control all the risks concerned. The purpose
of this broader assessment is to create a more resilient business—one that is better
prepared to adapt to changing conditions and leverage emerging opportunities, as
well as anticipate surprises and recover from disruptions. Effective enterprise risk
management goes hand in hand with a business resilience process by creating a

4 "2010 Global Enterprise Risk Management proactive infrastructure for dealing with risks systematically, holistically and successfully.
Survey” Aon www.aon.com
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an organization with
a holistic, 360-degree
view of risk can better
uncover and manage

29

its business challenges

Building an ERM Framework

Effective risk management today requires an enterprise approach that views

risk from all angles — a strategic, 360-degree view supported by tactical, holistic
solutions. Achieving this broad view helps ensure business resilience, reduce total
cost of risk and protect profitability by improving a corporation’s ERM framework.

To help organizations achieve a 360-degree view of their risks, Zurich Strategic Risk
Services developed an Enterprise Risk Management Wheel that divides risks into four

main categories:

Zurich Enterprise Risk Management Wheel

As this wheel demonstrates, an organization with a holistic, 360-degree view of risk
can better uncover and manage its business challenges, including operations and
procedures, management styles and strategies, industry issues, emerging risks and
more. ERM can provide the framework for identifying both threats and opportunities
across the enterprise, assessing them in regard to probability and possible impact,
developing a response strategy and monitoring the achievement of objectives.
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Enterprise Risk Management

ERM in Action

Over the past five years, Zurich’s operational risk capital efficiency has improved
through a strengthening of its ERM process, which includes the introduction of an
operational risk management framework. This framework provides Zurich with risk
management tools to specifically identify, assess, manage and quantify operational
risks. Through this framework and the wider ERM process, Zurich increases its ability
to achieve efficiency and effectiveness gains. This allows Zurich to better focus on
optimizing company resources and in turn decide what opportunities to fund.

For example, one business unit experienced a reduction of 21.7 percent in
operational risk-based capital consumption when Zurich moved from an asset-based
approach to its current, risk-based approach for operational risk quantification. The
business unit management then identified areas of high-risk exposure, performed a
deeper assessment and developed measures to mitigate the exposures. As a result,
in the following year the unit experienced an additional reduction of 28.9 percent in
operational risk capital consumption. The operational risk capital not consumed was
then available to fund profitable growth for Zurich.

A 360-degree ERM process can help organizations meet these strategic objectives:

e Protecting the capital base — An ERM review can potentially drive meaningful
financial benefits including reduced cost of servicing debt, improved access to
capital and cost of capital.

e Enhancing value creation and contribute to optimal risk return profile ERM
can increase probability of the upside, and decrease the probability of a downside.

e Supporting corporate decision-making process For senior management, ERM
can demonstrate its incorporation of risk information as a decision-making process,
especially for rated companies that need to score well on the S&P ERM assessment.

e Protect reputation and brand by promoting a sound culture of risk
awareness ERM can increase investor confidence through proven management
accountability for risk.
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In 2008, Zurich’s report on applied risk management developed for risk managers®
after the credit crisis summarized the lessons learned from the failures of those

companies that did not perform a strategic, risk management process:

Creating a Risk Management Policy

What's clear from these lessons is that the important tasks of determining corporate
risk appetite and deploying qualitative judgments must be sanctioned by those at
the very top—senior management and the board. In order to provide this type of
“top-down” guidance, many organizations issue a risk management policy each
year. The benefits are many to creating this type of policy, but include keeping the
overall risk management approach in line with current best practice, focusing on the
intended benefits for the coming year, identifying the risk priorities and ensuring that
appropriate attention is paid to emerging risks.

In a report, “A structured approach to ERM and the requirements of 1SO 31000, "
issued by the Public Risk Management Association in the U.K. in early 2010, a risk
management policy structure was included that can help corporations ensure their
ERM approach is updated and disseminated throughout the organization each year.
The following sections were recommended in developing an ERM policy:

5 “Dealing with the Unexpected: Lessons for risk
managers from the credit crisis: A Zurich Report
in Applied Risk Management, Zurich 2008
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Technology Support of ERM

For many organizations, the top-down commitment required of an ERM program
can be the difficult aspect to embed. Effective utilization of technology can support
this objective, and while it cannot replace a good process, it can serve as an
invaluable support tool.

Complex organizations often attempt to utilize common spreadsheet applications to
bolster their enterprise risk management effort, with the result being a frustrating
lack of functionality. Despite significant efforts to manage risk holistically, many
companies fail to integrate software that can fully support ERM objectives. Utilizing
ERM software can enable a company to amplify its risk management efforts and
magnify its insights without creating the need to scale resources accordingly. ERM-
specific software is designed to support the user through each distinct stage of the
ERM cycle (including establishment of context, risk identification, risk analysis, risk
evaluation, risk treatment, monitoring and review).

A software solution can support this growth by providing a solid foundation in the
early stages, while including more advanced functionality to be used as appropriate
along the journey. Overtime, software will enable a company to more closely align

(14

its risk appetite with its corporate strategy. In addition, it enables the company to

Utilizing ERM-software
optimize its capital allocation and reduce its total cost of risk.
can enable a company

o . Perhaps the biggest advantage ERM software has over traditional tools is the capability
to amplify its risk , e o
929 to monitor and track risks within its built-in risk register. This risk register is capable

management efforts of distinguishing between corrective and preventative controls, enabling the user to
compare and explore combinations of various options. The tool may also be capable
of displaying the residual risk that remains after a control has been implemented,

and instantly reporting on the status of a company'’s risk profile in a dynamic way.
Since a variety of user groups need to access risk reports, ERM software can provide a

multitude of ways to make use of data depending on the strategy setting.

When choosing a software program to facilitate an ERM initiative, it is imperative
that it can be seamlessly integrated into an organization. Therefore the configuration
of the software must be adaptable to the company’s operating structure. The
foundational ERM framework should be modeled after the ISO 31000 or similar
standard, utilizing the following inputs: contexts, risks, consequences, preventative
and corrective controls, triggers and mitigation activities. While it may seem
insignificant, using the appropriate terminology may be the first major step towards
an effective ERM program. Additional considerations when choosing an ERM
software application are:
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In this era, companies face substantial pressure to be transparent about risk. This

becomes increasingly difficult as globalization creates a complex environment of
interdependency. The trend of risks becoming more difficult to manage will certainly
continue, so implementing a software tool capable of growing with the needs of the
company at an early stage is critical to a valuable ERM program.

Risk Management and ISO 31000

Many modern management system standards have included risk assessment as part
of the essential elements, such as ISO 14001 (environmental management), OHSAS
18001 (occupational health & safety), ISO 27001 (information security), ISO 28000
(supply chain security), ISO 22000 (food safety), ISO 14971 (medical devices), just to
name a few.

While risk management is required in many international standards, the principles
and guidelines of how risk management is performed are generally not discussed in
detail in these standards. On November 15, 2009, the International Organization for
Standardization (ISO) published the /SO 37000:2009, Risk Management — Principles
and Guidelines. 1SO 31000 is the first of the ISO 31000 series of risk management
standards to be published by ISO. Also in this family of standards is:

1. ISO Guide 73:2009 Risk Management — Vocabulary. This standard provides the
definitions of generic terms related to risk management and aims to encourage
a consistent understanding of, and a coherent approach to, the description of
activities related to risk management as well as terminology.

2. ISO/IEC 31010, Risk Management — Risk Management Techniques. This is a
supporting standard for ISO 31000 offering guidelines on the selection and
application of systematic techniques for risk assessment.
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promote the adoption
of consistent processes
so as to ensure the risk
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is managed effectively

Although I1SO 31000 provides generic guidelines, it is not the intention of the
standard to promote uniformity of risk management techniques across all
organizations. Rather, it is to promote the adoption of consistent processes so as to
ensure the risk is managed effectively, efficiently and coherently across organizations.
It provides a common approach in support of standards (e.g. ISO 27001, I1SO 28000,
etc.) dealing with specific risks and/or sectors. Because of the guidance nature of
this standard, it is not intended for the purpose of certification. Additionally, for
organizations and risk practitioners who are interested in pursuing certification,
they should know that ISO 31000 by itself does not form a complete management
system, i.e. it does not contain some of the management elements such as internal
audit, objectives, records control, etc., that typically exist in @ management system
standard (e.g. ISO 9001).

Using ISO 31000 Standards to Create a Risk
Assessment Process

An organization may consider creating a risk assessment process procedure based
on ISO 31000 and assess the organization’s adherence to this procedure by the
organization’s internal audit team or using an external certification body.

The ISO 31000 Standard consists of three main clauses, each serving a different
objective in forming the Standard:

e Clause 3: Principles. The clause lists eleven principles. In order for risk
management to be effective, an organization should at all levels comply with
these principles:
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e Clause 4: Framework. The framework adds the Plan-Do-Check-Act model to the
risk management process. By having the framework structure, the standard allows
an organization to integrate risk management into the organization’s overall
management system. The organization may review its own risk management
process and consider adopting this framework if necessary. This framework
structure is new to I1SO 31000 (compared to AS/NZS 4360:2004). The clauses and
interrelation between the framework elements are illustrated below:

Mandate and
commitment (4.2)

Design of framework for managing risk (4.3)

Understanding the organization and its context (4.3.1)
Establishing risk management policy (4.3.2)
Integration into organizational processes (4.3.4)
Resources (4.3.5)

Establlishing internal communication and reporting
mechanisms (4.3.6)

Establishing external communications and reporting
mechanisms (4.3.7)

Implementing risk
management (4.4)

Continual improvement

of the framework (4.6
“6 * Implementing the framework

for managing risk (4.4.1)
¢ Implementing the risk
management process (4.4.2)

Monitoring and review
of the framework (4.5)
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e Clause 5: Process. The Process stipulates processes an organization would undertake
during implementation. This clause adopts the classic risk identification / risk
assessment / risk treatment cycle from AS/NZS 4360:2004 shown here:

Establishing the
content (5.3)

Risk identification (5.4.2)

Risk analysis (5.4.3)

| Risk evaluation (5.4.4) I

Risk treatment (5.5)
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e The relationship between the principles for managing risks, the framework in
which it occurs and the risk management processes described in these three
building blocks above is shown here:

Mandate and
commitment (4.2) Establishing the
content (5.3)
Design of framework for managing risk (4.3)
= Understancing the organizaton and s context (43.1)
+ Esablshing ik management policy (4.3.2) Risk

identification (5.4.2)
* Integration ino organizational processes (4.3.4)
<

Risk analysis (5.4.3)

(9°6) mavau pue BuoyuoN

Continual improvement Uy e Risk evaluation (5.4.4)
management (4.4)
e emenerk (46 * Implementing the framework

for managing fisk 4.4.1)
« Implementing the rsk

management process (4.4.2)
Risk treatment (5.5)
Monitoring and review.
of the framework (4.5)

1SO 31000: Relationships between the risk management principles, framework and process.
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The Strategic Benefits of ERM

The benefits of developing a new ERM framework or improving upon an existing,

more basic, one include:

(14

. A study of more than 270 organizations by The Conference Board®, a leading

a leading global not-for- . o
global not-for-profit management research organization, showed that a strong ERM

proflt management research program is a factor in increasing revenue and shareholder value. According to the

organization showed that survey respondents, the incorporation of a sophisticated risk management program

ERM ) yielded increased management accountability, smoother governance practices,
a strong program is a increased profitability, reduced earnings volatility and better informed decisions
factor in increasing revenue based on risk intelligence.
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and shareholder value Clearly, managing risk can no longer be left to one person such as a Chief Risk
Officer or siloed into one department, but demands a transparent approach to
strategic decisions and daily operations. ERM can encourage resilience and protect
profitability in an ever-changing business climate. Applied robustly across all areas of
an organization, a strategic ERM process will efficiently manage available capital—
budgeting for potential risks, while funding the appropriate growth opportunities.

Sources:
e "Enterprise Risk Management: Complacency Is No Longer an Option, But a
Practical Start Is” 2006, KPMG, www.kpmg.com

o "Effective Enterprise Risk Management Starts with a Conversation” American
Institute of Certified Public Accountants, September 2009, www.aicpa.org

e |SO 31000 Risk management — Principles and guidelines. International
Organization for Standardization, 2009, www.iso.org

6 “From Risk Management to Risk Strategy” * “Strengthening Enterprise Risk Management for Strategic Advantage” Committee
Report #1363 The Conference Board www. ) o o
conference-board.org of Sponsoring Organizations of the Treadway Commission, 2009, www.c0s0.0org
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e "Progress Report: Integrating Enterprise Risk Management Analysis Into Corporate
Credit Ratings” Standard & Poors Ratings Direct, www.standardandpoors.com/
ratingsdirect, July 2009

e Christina, Diana. "Dissecting the Anatomy of ISO 31000,"” http://dianechristina.
wordpress.com/2010/02/05/dissecting-the-anatomy-of-iso-31000/

e Committee of Sponsoring Organization of the Treadway Commission. “Enterprise
Risk Management — Integrated Framework: Executive Summary” Sept. 2004,
Good Practice Guidelines 2008, Business Continuity Institute

Strategic Risk Services - Zurich Services Corporation

Zurich’s Strategic Risk Services helps organizations improve their business
performance through an Enterprise Risk Management approach to strategic,
operational and financial exposures. This broad, 360° view helps businesses
ensure resilience, reduce total cost of risk, protect profitability and enhance capital
efficiency. Applying this risk management approach to its own business, Zurich
Financial Services Group was recently upgraded by Standard & Poor’s Corporation
and its risk-based capital adequacy deemed “strong.” *

SGS Worldwide

SGS is the world’s leading inspection, verification, testing and certification company.
Recognized as the global benchmark for quality and integrity, SGS employs over
55,000 people and operates a network of more than 1,000 offices and laboratories
around the world. Headquartered in Geneva, Switzerland, SGS helps customers
operate in a more sustainable manner by improving quality and productivity,
reducing risk, verifying compliance and increasing speed to market.
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